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Security mechanisms for artificial
intelligence in agricultural tractor systems

Rachid Batess, Ralf Leiter, Younes El Fellah

Artificial Intelligence (Al) is increasingly deployed in agricultural tractors for safety-critical
functions such as perception and anomaly detection. As the advent of Al-based anomaly
detection systems (ADSs) for agricultural tractor systems gains momentum, it has raised a
number of concerns in the agricultural community. While numerous research efforts have
emerged on the design, deployment and optimisation of ADSs, the defence against potential
attacks on the ADSs is largely ignored in the literature. In this work, we investigate the securi-
ty issues of ADSs and propose a defence-in-depth security framework to counter four types of
attacks on agricultural tractor systems — white-box, black-box, grey-box and model tampering
attacks. Experimental results on real-world CAN bus data recorded from an agricultural trac-
tor (Fendt 211) show that the long short-term memory (LSTM)-based ADS and the lightweight
machine learning-based ADS on CAN bus data are highly vulnerable to black-box attacks: un-
der attack, the detection accuracy of the LSTM-based ADS decreases by up to approximately
50% relative to the baseline (unattacked) model for stealthy low-magnitude spoofing, and that
of the lightweight ADS by up to approximately 45%, in both cases in a scenario-dependent
manner. Meanwhile, our threat analysis and risk assessment (TARA) for the LSTM-based ADS
identified 18 threats to five assets, with 3 at high risk, 9 at medium risk and 6 at low risk. This
paper introduces a new research area for the security of ADSs in agricultural tractor systems
and the design of robust Al components in tractors.
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As reported in recent reviews of artificial intelligence in agriculture (GE et al. 2025, ZHU et al. 2025),
Al is used for object detection, predictive maintenance and exception detection in highly automated
autonomous driving scenarios. Going from basic assist functions to highly automated driving up to
SAE Level 4/5 is an enormous leap forward. This will be the use of many new functions that make
tractor operation safer, more efficient and more comfortable, but also presents a whole new level of
cybersecurity threats that must be fully understood (LEE 2025).

The security profile of a modern agricultural tractor differs fundamentally from that of a standard
passenger car. Unlike public roads, which are typically paved and monitored through permanent
closed-circuit television (CCTV) and camera surveillance, most agricultural fields lack such infra-
structure-based monitoring, providing substantially fewer external means of detecting unauthorised
access to, or tampering with, the vehicle. This absence of external monitoring is not, however, the
primary security concern addressed in this paper. Modern passenger cars increasingly rely on LTE
connectivity and numerous electronic control units (ECUs) equipped with built-in authentication
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mechanisms, such as the Controller Area Network (CAN) bus. The CAN bus was designed at a time
when security and authentication were not primary design considerations, and it remains impractical
to retrofit today‘s advanced security functions into control units with such limited computational re-
sources (MUHAMMAD and BAE 2022). Connected Al-based agricultural products are highly vulnerable
to white-box, black-box and grey-box attacks, as well as to model tampering (VASSILEV et al. 2025), and
there is little reason to expect this vulnerability to diminish as tractor autonomy increases.

The CAN bus is a multi-master automotive bus standard for real-time communication between
ECUs. Open standard CAN bus communication has been proven to be vulnerable to attacks such as
CAN message injection, message replay and denial-of-service attacks (KiSHORE et al. 2022). Most
present-day Al systems deployed in agricultural machinery, such as those used for object detection,
predictive maintenance, and exception detection, as noted above, rely primarily on dedicated percep-
tion sensors (e.g., cameras and other onboard sensors) rather than on CAN bus data. But future inte-
gration of Al systems with the CAN bus is highly probable, because the CAN bus has vast amounts of
information flowing through it. A breach of the CAN bus security can thus affect the security of the
overall Al system. The paper thus bridges the communication security gap of legacy CAN bus and the
Al model security.

The primary objective of this study is to investigate the security of the Al units used in agri-
cultural tractor applications. To achieve this objective, four specific goals are pursued: determining
the attack vectors applicable to learning-based systems on the agricultural tractor; identifying the
countermeasures that can be applied to the tractor's embedded systems; assessing the vulnerabilities
of the two anomaly detection systems (ADS) implementations evaluated in this study, namely the
long short-term memory (LSTM)-based ADS and a lightweight machine-learning-based ADS, under
black-box attacks via CAN bus signals; and performing a threat analysis and risk assessment (TARA)
on the LSTM-based ADS to classify the identified threats and derive corresponding countermeasures.

This paper makes the following contributions to the field of agricultural tractor Al security:

= Attack taxonomy: We propose a taxonomy classifying the attack vectors relevant to adversarial
attacks on the Al components of an agricultural tractor into four categories: white-box, black-box,
grey-box, and model tampering attacks (VASSILEV et al. 2025).

= Experimental validation: We present an empirical study based on real-world CAN bus data re-
corded from an agricultural tractor (Fendt 211; GOtz et al. 2025). The experimental results show
that the detection accuracy of the LSTM-based ADS decreases by up to approximately 50% under
black-box adversarial attacks for stealthy low-magnitude spoofing, and that of the lightweight
ADS by up to approximately 45% under statistics-preserving injection, both in a scenario-de-
pendent manner. These magnitudes are consistent with the 10-60% degradations reported for
automotive intrusion detection systems under adversarial manipulation (LONGARI et al. 2025).

= TARA results: We conduct a TARA for the LSTM-based ADS, identifying 18 threats across five
assets. The identified threats are classified and prioritised according to risk level to facilitate
security decision-making.

= Defence-in-depth framework: We propose a multi-layered security framework, informed by
the identified priority threats, for selecting and applying appropriate countermeasures within
the resource constraints of an embedded system. This framework is intended to provide OEMs
and Tier-1 suppliers with actionable guidance for prioritising countermeasures under limited
resource availability.
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Related works

A lot of research has been carried out for integrating Al in the general agricultural or automotive
applications. To the best of our knowledge, this paper presents one of the first dedicated security
analyses of agricultural tractor Al systems, complementing related efforts that assess the security of
Al-enabled functionality in smart farming more broadly, such as the AI-TESTFIELD initiative (KRAUSE
et al. 2025). RANA and KHATRI (2024) have done a very comprehensive survey of Al applications in
automotive intelligence. With the evolution of Al in the vehicles for applications of ADAS, vehicle
maintenance, reducing emissions and communication etc. the automotive system has become a very
complex system with a large attack surface which needs a deeper security analysis.

Adversarial attacks have evolved substantially since the first adversarial examples were intro-
duced in the literature (SZEGEDY et al. 2014). Prior work has shown that black-box attacks remain
highly effective against LSTM models (DING et al. 2023), which, together with gated recurrent unit
(GRU) models, are widely used architectures for sequential data. MUHAMMAD and BAE (2022) released
a survey paper on efficient adversarial defence. They compared the efficiency of defence methods in
the literature and concluded that adversarial training, defensive distillation and input preprocessing
are the efficient defences, and the input preprocessing is highly computational.

The discussion by WASCHLE et al. (2022) focuses on Al safety in highly automated vehicles. Their
conclusion is that conventional safety measures are not applicable to the current state of the art in
Al technology and that new safety concepts are required. This work is also relevant to agricultural
tractors, where the safety and security aspects are highly coupled. KiSHORE et al. (2022) argue that
the safety cases for Al-based systems must be holistic and that their development should be carried
out in accordance with recognised software engineering standards. In general, they argue that safety
should be considered as a dynamic control rather than a static property.

GKOUNTAKOS et al. (2024) conducted a review of recent deep learning techniques applied to anom-
aly detection in precision agriculture. They believe that the LSTM model could be very useful for ag-
riculture as it is very good at identifying temporal patterns from the sensor data. SINGH et al. (2023)
introduced a supervised machine learning approach to evaluate the tractor ride comfort. This paper is
considered as one of the papers that have applied ML in agricultural machinery. KADHIM et al. (2025)
have done a review on the current cybersecurity frameworks of the intelligent farming devices. They
believe that Al, although introduced many new types of threats, it also has the capabilities to use the
collected data to protect against the emerging cyber threats.

Although many countermeasures have been suggested in the literature, a full life cycle assess-
ment (LCA) of agricultural tractors which also considers the tractor‘s own vulnerability as well as a
structured risk assessment relating to tractor use has not yet been carried out. This paper reports an
experimental investigation into possible attacks on tractors and the application of the TARA method-
ology in a formal manner.

System model and threat model

Al-based ADS architecture in agricultural tractors

This work presents an Al-based ADS for an autonomous tractor using a pipeline consisting of four
sub-modules: data acquisition, data preprocessing, model inference and output handling. The data ac-
quisition sub-module acquires the raw sensor data and CAN bus messages from the tractor electronic
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control units. The data preprocessing sub-module normalises the acquired data and divides it into
fixed time length windows in order to feed the sequential models in the model inference sub-module
(LSTM or the lightweight ML-based ADS model). The data sequences are then classified as normal
or anomalous by the models. Finally, the output handling sub-module is responsible for generating
alert/diagnostic messages and it is expected to be interfaced with the lower stage ECUs (BHATTACHA-
RYA et al. 2024).

Based on the ADS architecture illustrated in Figure 1, this section identifies the key factors that
influence model security at each stage of the pipeline: (i) the vulnerability of the model itself to ad-
versarial attacks, and (ii) the security of the data supplied to the model, encompassing CAN interface
ingress filtering, secure storage of model weights, and the authentication mechanisms required for
communication with the subsequent block in the pipeline. Figure 1 provides a detailed view of the
architecture and the corresponding attack surfaces at each stage.
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Figure 1: Architecture of an Al-based ADS in an agricultural tractor, showing the data flow from sensors and CAN bus
through preprocessing and inference to output/ECU interface, with attack surfaces indicated at each stage

In practice, agricultural tractors and their attached implements are frequently supplied by differ-
ent manufacturers and communicate via the ISOBUS (ISO 11783) standard. Whether Al-based infer-
ence should be executed on the tractor's electronic control unit or on the implement‘s own control
unit within this heterogeneous ecosystem remains an open question and is the subject of ongoing
discussion among manufacturers; the architecture evaluated in this paper is agnostic to this choice,
as the ADS pipeline illustrated in Figure 1 is described independently of which physical control unit
hosts the inference stage.

Attack taxonomy and adversary capabilities

This study adopts a four-category attack taxonomy (Table 1) tailored to the agricultural tractor con-
text, encompassing white-box, black-box, grey-box and model tampering attacks. Consistent with the
experimental scope of this work, the remainder of this paper focuses on black-box attacks, which
we consider the most realistic threat in the agricultural tractor context; the white-box, grey-box and
model-tampering categories are characterised in Table 1 and identified as directions for future work
(see Limitations).
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Table 1: Attack taxonomy for agricultural tractor Al systems with adversary capabilities and feasibility assessment

Attack category Adversary knowledge Primary entry points Feasibility in tractor context
Fulscceso o sichlecue, | Duectmodelaccess | Low requires nsicer access)
Black-box O“ﬁ]“g&‘t’[‘c’%fﬁfzz?hgsisc‘ij;’es ComE’;}’e”gizzdmce’*s';‘aggaetseway’ High (realistic field scenario)
Grey-box architggtrLtjire(lel gp?r\zli?]?ng;:afttems Sig:;gig?ggilu?r?:gtrggggn’ Medium

Direct modification of weights OTA update channel,

Model tampering Medium-High (OTA exposure)

or update pipeline physical storage access

We empirically verify the feasibility of performing black-box attacks on agricultural tractors. In
this scenario, the term black-box attack is particularly applicable because an attacker may only learn
the input/output behaviour of the model, possibly via a compromised CAN gateway or by injecting
CAN messages. This is possible even without knowing the internal parameters of the model. We also
identify model tampering as a possible threat, as current over-the-air (OTA) update pipelines may
not be properly secured, and access to ECUs may be possible when a tractor is in maintenance mode.

Evaluated ADS implementations and attack methodology

LSTM-based ADS

Our LSTM-based ADS model utilises a recurrent neural network (RNN) to make use of the sequential
nature of the CAN bus and sensor time series data. The model is designed using stacked LSTM layers
followed by dense layers that predict the expected value of a monitored signal from the temporal
patterns of the vehicle operation data. Each data window is then classified as normal or anomalous by
comparing the prediction error against a detection threshold calibrated on validation data. The LSTM
model is chosen because the cell state in the LSTM layer can learn long term temporal patterns. This
is important for learning the anomalies in the vehicle operation data which may occur far apart in
time and may not be detectable by learning the patterns at individual time steps.

The model captures the temporal patterns associated with a tractor’s “normal behaviour” — defined
here as the range of CAN bus signal patterns observed during labelled data collection under standard
operating conditions, and is capable of signalling anomalies under abnormal operating conditions.
The model was trained and validated on labelled CAN bus data which was collected while the tractor
was operating in normal conditions. In this scenario, the LSTM-based ADS learns the statistical char-
acteristics of the normal temporal patterns. Figure 2 shows the detailed workflow from the process of
temporal windowing to the inference of the anomaly score.
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Figure 2: LSTM-based ADS workflow: temporal windowing of CAN bus data, LSTM inference through stacked recur-
rent layers, and anomaly score generation with classification output

Lightweight ML-based ADS

The proposed lightweight machine learning (ML) based ADS is very light and employs a fast algo-
rithm based on conditional self-information matrix. It is also suitable for the resource limited em-
bedded environment. The proposed system performs two tasks. In the training phase, the model
is trained by learning the normal CAN bus messages and a conditional self-information matrix is
constructed (Figure 3). The conditional self-information of a velocity V; given that the velocity V; has
occurred before is calculated by:

Ei<—j = —log P (Vl | V])
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Figure 3: Training phase of the lightweight ML-based ADS: construction of the conditional self-information matrix
from normal CAN bus traffic, showing statistical relationships between message types

During the testing phase, the system calculates the conditional self-information of the incoming
CAN messages and compares it with the learned matrices; values that deviate substantially from the
expected distributions are flagged as anomalies (Figure 4).
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Figure 4: Testing phase of the lightweight ML-based ADS: comparison between the trained matrix and the test ma-
trix, with significant deviations flagged as anomalies
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Black-box attack methodology
In this work, we investigate black-box attacks on ADS using the substitute-model approach, as by
FENZL et al. (2021). We outline the attack process in four steps (Figure 5):
1. Data collection: The attacker collects the CAN bus data transmitted by the ECU under regular
operating mode to obtain the input/output behaviour of the model.
2. Surrogate model training: An LSTM surrogate model is trained to emulate the real model’s deci-
sion boundary based on the collected data.
3. Adversarial sequence generation: The generated surrogate model is used to produce adversarial
sequences of CAN bus data that are intended to evade detection by the real model.
4. Attack execution: The generated adversarial sequences are transmitted to the ADS either by in-
jecting them on the CAN bus or by replaying them, and the attack’s performance is measured by
evaluating the decrease in the model’s detection performance relative to the unattacked baseline.
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Figure 5: Black-box attack workflow: data collection from CAN bus, surrogate model training, adversarial sequence
generation, and target model probing through injected CAN messages

Dataset and experimental setup

All experiments are based on the publicly available real-tractor CAN bus dataset described below;
the corresponding preprocessing and evaluation scripts are provided with the paper to ensure full
reproducibility. The CAN bus data are taken from the open dataset “Agricultural Load Cycles: Tractor
Mission Profiles from Recorded GNSS and CAN Bus Data” (GO1z et al. 2025), recorded from Fendt ag-
ricultural tractors during real field operations in southern Germany and released under a CC-BY-4.0
licence (Zenodo, doi:10.5281/zenodo.14619787). This study uses the recordings of the Fendt 211
tractor. The signals are read from the J1939 engine bus and the ISOBUS (ISO 11783).

Two field-operation scenarios contained in the Fendt 211 recordings are used: power harrowing
(soil tillage) and precision air seeding. All recordings correspond to field work; no road-transport data
are included. The recordings were segmented at acquisition gaps longer than 2 s, and only contiguous
segments of at least 150 s were retained.

Figures 6-9 show the wheel-based vehicle speed signal (SAE J1939 SPN 84, “WheelBasedVehi-
cleSpeed”), decoded to its physical value in km/h. The observed field speeds lie between 0 and about
23 km/h, consistent with agricultural field operation. The LSTM-based ADS additionally uses the
engine speed (rpm), the actual engine percent torque (%) and the engine fuel rate (L/h) as model
inputs. The horizontal axes of Figures 6-9 are given in seconds. The signals were resampled to a
uniform rate of 2 Hz (one sample every 0.5 s) prior to analysis; the depicted intervals therefore corre-
spond to a few minutes of operation.
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Because the dataset contains normal operation only, anomalies were introduced synthetically and
are clearly documented. For the LSTM-based ADS, three anomaly types were injected into the speed
signal over a contiguous interval of a recording: (i) speed spoofing (an additive offset of 2-6 km/h,
modelling adversarial CAN message injection, threat T1); (ii) replay of an earlier speed segment
(threat T2); and (iii) a frozen-value / hold anomaly (threat T17). For the lightweight ADS, a naive
fuzzing injection (uniform random speed values) and an adversarial statistics-preserving injection (a
sequence sampled from the detector’s own learned transition model) were used.

Each signal was standardised (zero mean, unit variance) using statistics computed on the training
partition only, and divided into sliding windows of 32 samples (16 s at 2 Hz). The LSTM-based ADS is
a predictor that estimates the wheel-based speed at the end of each window from the three engine-side
inputs; a window is flagged as anomalous when its squared prediction error exceeds a threshold. The
network has two stacked LSTM layers of 64 hidden units followed by dense layers (64—32—1) and
was trained with the Adam optimiser (learning rate 1x1073, batch size 256, 10 epochs, mean-squared-
error loss). The lightweight ADS builds a 24-bin conditional self-information (CSI) matrix over the
discretised speed signal and scores each window by its mean bigram self-information. Data were split
per recording chronologically into 60% training, 20% validation and 20% test.

The black-box attack follows the previously described substitute-model approach. A surrogate
predictor (two LSTM layers, 48 units) was trained using query access to the target model only (the
target’s predictions on collected inputs as training labels). Adversarial perturbations of the injected
engine-side frames were then computed on the surrogate by projected gradient descent and refined
by query-based Natural Evolution Strategies optimisation, bounded to an Lee ball of two standard
deviations, so that the target model’s prediction follows the spoofed speed and the anomaly evades
detection. For the lightweight ADS, the statistics-preserving injection described above constitutes the
black-box attack.

Detection accuracy is reported as balanced accuracy — the mean of the true-positive rate (anoma-
lous windows correctly flagged) and the true-negative rate (normal windows correctly passed) — at a
decision threshold fixed at the 99th percentile (LSTM) or 99.5th percentile (CSI) of the validation-set
scores. Each detector is evaluated per scenario, under baseline (no attack) and under the black-box
attack. All experiments use a fixed random seed and are deterministic.

Experimental results

Throughout this section, model performance is quantified as anomaly detection accuracy relative to a
baseline (unattacked) model; a decrease in performance therefore corresponds to an increased rate of
missed anomalies (false negatives) and/or erroneous anomaly alerts (false positives), either of which
can compromise the operational safety of the system.

Impact on LSTM-based ADS

The uncompromised LSTM-based ADS preserves the temporal patterns in the CAN bus data while
identifying unusual paths. In Figure 6, the blue curve shows the recorded signal from the non-anom-
alous test data, and the red curve shows the corresponding value predicted by the uncompromised
LSTM-based ADS.
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Figure 6: Uncompromised LSTM-based ADS on non-anomalous test data (power-harrowing scenario): recorded
wheel-based vehicle speed (blue, km/h) and the value predicted by the LSTM (red), with time in seconds; the close
agreement between the two curves corresponds to the correct classification of these sequences as normal

Following the black-box attack, the detection performance of the model can decrease substantial-
ly. When a stealthy speed spoof is injected (Figure 7, top panel, shaded interval), a naive injection
produces a large prediction residual and is reliably flagged (Figure 7, bottom panel, dashed curve
above the threshold). The black-box attack, however, perturbs the accompanying engine-side signals
within a bounded budget so that the LSTM prediction follows the spoofed speed; the residual then
stays below the detection threshold throughout the attacked interval (solid curve), and the anomaly
evades detection.
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Figure 7: LSTM-based ADS under black-box attack (precision-seeding scenario); top: genuine speed (grey), the
spoofed speed injected by the attacker (blue) and the LSTM prediction under attack (red), which is driven to follow
the spoof; bottom: the squared prediction error for a naive spoof (dashed, detected — above the threshold) and
under the black-box attack (solid, evades — below the threshold); speed in km/h, time in seconds

The effectiveness of the attack is scenario- and magnitude-dependent (Table 2). For stealthy
low-magnitude spoofing (2-3 km/h) in the precision-seeding scenario, the black-box attack reduces
the LSTM-based ADS detection accuracy from 0.99 to as low as 0.49, a relative decrease of up to ap-
proximately 50%; larger spoofs (> 4 km/h) and the power-harrowing scenario remain reliably detect-
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ed, because the bounded perturbation of the engine-side signals is insufficient to make the prediction
follow a large speed offset. This magnitude is consistent with the 10-60% degradations reported for
automotive intrusion detection systems under adversarial manipulation (LONGARI et al. 2025). This
suggests that the powerful temporal learning capabilities of LSTMs are not sufficient to counteract
the design of adversarial perturbations that can be crafted to move along a specific time dimension
and cross the decision boundary, at least for the stealthy manipulations that a bounded black-box
adversary can realistically produce.

Table 2: Per-scenario balanced detection accuracy of both ADS implementations, baseline vs. black-box attack
(Fendt 211 dataset)

Model / scenario Baseline accuracy Attacked accuracy Relative decrease
LSTM-based ADS

Precision air seeding 0.99 0.49 =~ 50%
Power harrowing (Field 1) 0.99 0.99 ~ 0%

Power harrowing (Field 2) 0.99 0.99 ~ 0%
Lightweight CSl-based ADS

Power harrowing (Field 1) 0.90 0.50 =~ 45%
Power harrowing (Field 2) 0.84 0.47 =~ 43%

Note: Balanced accuracy is the mean of the true-positive and true-negative rates. For the LSTM-based ADS the attack is effective for stealthy
low-magnitude spoofing (2-3 km/h) on the seeding scenario; larger spoofs and the power-harrowing scenario stay reliably detected. For

the power-harrowing scenario, Table 2 reports, per field, the magnitude among those tested (2, 3, 4 and 6 km/h) that best illustrates the
reliably-detected outcome described above: for Field 1, the magnitude producing the largest measured accuracy drop (2 km/h), which already
rounds to the reported baseline/attacked values; for Field 2, a larger magnitude (4 km/h) is reported instead of the smallest tested one (2
km/h), because at 2 km/h the baseline balanced accuracy for Field 2 is already comparatively low (=0.62) even without an attack, and the
attack itself causes only a minimal further change at that magnitude (=0.62 to =0.62); this magnitude is therefore not a representative basis
for illustrating the attack’s effect. For the lightweight ADS the seeding scenario is omitted, as its baseline CSI detection there is already weak.

Impact on lightweight ML-based ADS

The lightweight ADS is fast and interpretable and was implemented based on a dependency matrix.
The goal of this model is to find anomalies by identifying the points which deviate from the normal
statistical behaviour of the CAN bus traffic. The behaviour of the uncompromised model on anom-
aly-containing test data is shown in Figure 8, where a naive injection produces a clear rise in the
conditional self-information (CSI) deviation score above the detection threshold.
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Figure 8: Lightweight ML-based ADS (uncompromised model) on anomaly-containing test data (power-harrowing sce-
nario): monitored wheel-based vehicle speed (top, km/h) and the CSI deviation score (bottom). The naive injection
(shaded interval) drives the CSI score above the detection threshold and is correctly identified; time in seconds

However, it turns out that a black-box attacker can craft CAN bus messages that preserve the ex-
pected conditional statistical relationships, but are injected with malicious intent, so that the attacks
fall outside of the anomaly detection. The resulting compromised model cannot detect the adversarial
anomalies that were crafted to look statistically normal (Figure 9).
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Figure 9: Lightweight ML-based ADS under black-box attack (power-harrowing scenario): an adversarial anomaly gen-
erated by sampling from the detector’s own learned transition model preserves the expected conditional statistics,
so the CSI deviation score (bottom) remains below the detection threshold throughout the attacked interval (shaded)
and the anomaly is missed; same axes as Figure 8

For the lightweight ADS, the statistics-preserving injection reduces the detection accuracy from
up to 0.90 (baseline, power-harrowing scenario) to approximately 0.47-0.50 — that is, to chance level,
missing essentially all injected anomalies — corresponding to a relative decrease of up to approximate-
ly 45%. As with the LSTM-based ADS, the effect is scenario-dependent (Table 2). Our experiments
demonstrate that black-box attacks can compromise the reliability of deep learning and statistical
anomaly detection in distinct ways: adding perturbations to the input sequences compromises the
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accuracy of the LSTM-based anomaly detector, while controlling the expected conditional dependen-
cy statistics compromises the statistical dependency-based detector. In summary, our contributions
highlight the requirement for robust defences that not only safeguard individual learning techniques,
but also the overall dataflow and computation performed for anomaly detection.

Threat analysis and risk assessment (TARA)

Methodology and asset identification
The TARA for the LSTM-based ADS follows a 5-step process:
1. asset identification — the critical assets/components that need to be protected are identified
(Table 3)
2. threat identification — all possible threats for each identified asset are enumerated
3. attack vector analysis — the possible attack vectors for each asset are investigated
4. risk assessment — the risk for each identified threat is calculated based on the likelihood and
impact of the threat
5. countermeasure identification — possible countermeasures for mitigating high-risk threats are
identified.
Five key assets are identified for the LSTM-based ADS (Table 3).

Table 3: Assets identified in the LSTM-based ADS TARA, with descriptions and primary security goals based on the
CIA triad extended with Al-specific properties

Asset ID Asset Name Description Primary Security Goals
IN_data Input Data Raw sensor data and SN messages Integrity, Availability
LST™M LSTM-Model Core recurrent network for anomaly detection Integritg, Confidentiality,
obustness
OUT_data Output Data Classification results and anomaly indicators Integrity, Authenticity
LSTM_In_DF Input Data Flow ~ Communication channels for input data transfer Integrity, Availability

Communication channels for outputs . -
LSTM_Out_DF QOutput Data Flow to vehicle systems Integrity, Authenticity

Risk assessment follows the Threat Analysis and Risk Assessment approach of ISO/SAE 21434
(ISO/SAE 2021). Likelihood and impact are each rated on a three-level ordinal scale (Low / Medium /
High), based on the consensus of a small group of experts, and the risk level of each threat is deter-
mined from the risk matrix shown in Table 4.

Table 4: Risk matrix used to combine likelihood and impact into a risk level (three-level scheme in accordance with
ISO/SAE 21434)

Likelihood / Impact Low Medium High
Low Low Low Medium
Medium Low Medium High

High Medium High High
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Threat identification and risk assessment results

Based on the five TARA assets, a total of 18 threats have been identified. The threats are classified
as 3 High, 9 Medium and 6 Low threats, applying the risk matrix of Table 4 uniformly to all threats.
The majority of threats are associated with data integrity and model integrity. Figure 10 shows the
STRIDE-based threat identification from which the threats were derived.

Proteet Protect Protect Protect Protect Security
Integrity of Non-repudiation of Confidentiality of Availability of Authorization of -
LSTM LST™ LSIM LSTM LSTM Goal
jJ— T Information Denial of Elevation of Threat
Disclosure Service Privilege Category
A. Spoofing the B. Injectmg the G. Repudhate M. Disabling
learning [)I'(;CCSS malicious the response of Tl P. IMijacking the |_|
in LSTM testing data LSTM testing process mput datasets
of LSTM
C.C han.gc the H. Suiffing the Q. Take control
learning training data in el over the
parameters in LSTM access to mput leamning process |
LSTM datasets in LSTM
D. Tampering I. Sniffing the O. Disabling the R. Hijacking the
the LSTM outputresult of s LSTM process
output LSTM generate output T
- output datasets Attack
E. Tampering
- the input J. Sniffing the
dataflow trammg wput of
LST™M
F. Tampering
=  the output K. Sni
. Sniffing the
el mput dataflow
m LSTM
L. Sniffing the
outputdataflow
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Figure 10: STRIDE-based threat identification for the LSTM-based ADS: security goals, the six STRIDE threat cate-
gories (spoofing, tampering, repudiation, information disclosure, denial of service, elevation of privilege) and the
attacks enumerated per category (A-R), which were consolidated per asset into the threats T1-T18 assessed in
Tables 5-7

At category level, the STRIDE analysis maps onto the assessed threats as follows: spoofing and
tampering attacks correspond to the integrity threats against the input data, the model and the data
flows (T1-T6, T11, T13-T16); information-disclosure attacks to the confidentiality threats (T7, T8,
T12, T18); denial-of-service attacks to the availability threat (T17); and elevation-of-privilege attacks
to the model-takeover threats (T9, T10). Repudiation attacks were not carried forward into the risk
assessment, since non-repudiation is not among the primary security goals of the assessed assets
(Table 3).

For the IN_data asset (Table 5), the main data input threats to ECU-based models are CAN mes-
sage injection, data replay based on legitimate CAN messages that were previously captured from the
Tractor, and sensor poisoning. However, it was found that the adversarial CAN message injection has
the most impact on the safety and security of ECU-based models and thus fully black-box attacks are
feasible.
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Table 5: TARA results for IN_data asset: threats related to input data manipulation

Threat ID Threat description Attack vector Likelihood Impact Risk level
T1 Adversarial CAN message injection CAN bus compromise High High High

T2 Replay attack with normal traffic CAN bus access Medium Medium Medium
T3 Sensor data manipulation Physical sensor access Low High Medium
T4 Data poisoning via compromised feed Supply chain / Low Medium Low

maintenance

The LSTM model is the asset associated with the greatest number of threats (Table 6). High-risk
threats include model weight tampering via OTA update compromise and adversarial attacks at infer-
ence time, whereas medium-risk threats include model extraction via brute-force querying and model
exposure during maintenance.

Table 6: TARA results for LSTM model asset: model-specific threats and risk levels

Threat ID Threat Description Attack vector Likelihood Impact Risk level
15 Model weight tampering via OTA COmprg[]“a'f]f]‘;”pdate Medium  High High
. . . . Black-box query / CAN . . -
T6 Adversarial runtime manipulation injection High High High
17 Model extraction via systematic queries External interface access Medium Medium Medium
T8 Unauthorised model access Physical ECU access Low High Medium
L . . . Supply chain . :

T9 Trojan insertion during training compromise Low High Medium
T10 Model replacement with OTA / physical access  Low High  Medium

malicious version

For the OUT_data and data flow assets (Table 7), output data threats concern attacks on classifica-
tion results and information leaks which may enable model extraction. Data flow threats concern data
integrity of communication channels between system components.

Table 7: TARA results for OUT_data and data flow assets (LSTM_In_DF and LSTM_Out_DF)

Threat ID Threat Description Asset Likelihood Impact Risk Level
T11 Output manipulation to suppress alarms OUT_data Low High Medium
T12 Information Igirggc%grr]\abling model OUT_data Medium Medium Medium
T13 CAN message injection on input data flow LSTM_In_DF Medium Medium Medium
T14 Replay attack on input data flow LSTM_In_DF Low Medium Low
T15 Output data flow tampering LSTM_Out_DF Low Medium Low
T16 Man-in-the-middle on output flow LSTM_Out_DF Low Medium Low
T17 Denial of service on input data flow LSTM_In_DF Low Low Low
T18 Unauthorised access to output data flow LSTM_Out_DF Low Low Low

The TARA analysis highlights five overarching security challenges for LSTM-based ADS in agricul-
tural tractors: (i) protecting input data integrity against CAN bus manipulation, (ii) preventing unau-
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thorised access to and modification of the LSTM model, (iii) enhancing adversarial robustness against
runtime inference attacks, (iv) securing communication channels between system components, and
(v) validating model outputs to detect manipulations before they propagate to vehicle control systems.

Defence-in-depth security framework

Framework overview

Information gained from experiments and from the TARA prioritisation exercise is used to derive a
layered defence-in-depth strategy that can be used to counter the threats that were identified in the
TARA. The derived strategy is designed to address the most critical threats while taking the resource
constraints of embedded systems into account (Figure 11). The derived defence-in-depth framework
is composed of four distinct layers corresponding to the threats in the TARA. It is important to dis-
tinguish the scope of the two parts of this work: the vulnerability of the two ADS implementations
to black-box attacks was established experimentally in an offline evaluation, whereas the defence-
in-depth framework presented in this section is a proposed set of countermeasures. The protective
effectiveness of these countermeasures and their compatibility with on-board resource constraints
have not yet been experimentally validated and remain the subject of the future work.

Input Validation
+ Limited visibility into CAN traffic
* CAN bus spoofing

Adversarial Robustness
* ML susceptibility to attack
* Black-box model insidiously degraded

Secure Model Lifecycle
* Training phase hijacking
« Stealthy input manipulation

Runtime Monitoring
* ML’s runtime behavior inconsistent
with intended function

Figure 11: Defence-in-depth framework for agricultural tractor Al security: experimental findings and TARA-priori-
tised threats mapped to four security layers (input validation, adversarial robustness, secure model lifecycle, runtime
monitoring)

Layer 1 — Input validation and sanitisation
This layer addresses the high-likelihood, high-impact threat of adversarial CAN message injection
(T1), as rated in Table 5. The input validation is proposed to cover several aspects. Firstly, a statistical
check would be performed on the received CAN messages to identify anomalous behaviour prior to
the input being processed by the AI model. Secondly, a number of constraints would be enforced on
sensor readings to verify that they are within valid physical ranges. Finally, rate limiting and authen-
tication would be applied at the CAN gateway.

Input validation makes the attack surface for a black-box attacker smaller. Unwanted input is
blocked if it does not match the statistical distribution of expected input values. According to WASCHLE
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et al. (2022) a valid input validation has to cover three aspects: Statistical analysis, validation against
the domain-specific input constraints and anomaly detection. The validation methods mentioned can
also be used in the context of a reliable operation of modern ADS via the CAN bus.

Layer 2 — Adversarial robustness measures

The papers on adversarial robustness are related to the high-risk threat of T6. The main method to
obtain the adversarial robustness is the method of adversarial training. The adversarial examples
generated during the training process are used to make the model robust against similar attacks that
are likely to occur at runtime. For example, ZHAO et al. (2022) reviewed adversarial training methods
for deep learning and found that, although adversarial training can improve robustness against black-
box attacks, it substantially increases computational cost and training time.

In addition, we investigated other strategies to enhance robustness, including the following: Ran-
domised smoothing generates a set of classifiers trained on the same criteria but with different input
perturbations and returns a certificate bounding the perturbations for which the input vector remains
within the correctly classified class. Defensive distillation trains a second, secondary network (the
distillation model) on the softened output of the primary classifier; this is thought to reduce the
network’s sensitivity to small perturbations (noise). These and any other selected methods should
take into account the computational resources that can reasonably be expected to be available on the
embedded ECU of an autonomous tractor.

Layer 3 — Secure model lifecycle controls

This layer addresses model-tampering attacks (T5, T8, T9, T10) by securing a model throughout its
entire lifecycle, from training, through deployment, up to updates. The control includes: Model sign-
ing with a cryptographic signature to verify that a model has not been altered in some way. Securing
the update channel by encrypting OTA updates, and by validating the cryptographic signatures of
the updates before applying them. Securing the model weights by storing them in a secure memory
region. Runtime integrity check by validating the model parameters at a regular interval.

WEN and KA1t (2024) list model tampering as one of the parameters that developers should con-
sider for a system security assurance framework. The secure update channel has to be implemented
on the agricultural tractor prior to the initial release of the product version built with Al This is a
precondition for OTA updates, which are expected to be part of autonomous agricultural tractors.

Layer 4 — Runtime monitoring and response

Runtime monitoring is intended to support the effectiveness of preventive measures applied in other
layers. In this layer, the behavioral drift of the model is detected to handle possible slow attacks that
lead to a reduction of the model performance over time due to a potential long-term attack of the
adversary that tries to guess the input vector. Moreover, the integrity control of the output model
is applied before being used by the vehicle control system in order to avoid executing the malicious
outputs. Finally, the failsafe mechanism stops the vehicle to a conservative stop (Table 8).
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Table 8: Defence-in-depth framework: mapping of TARA-prioritised threats to security controls across four layers

Security layer Controls Addressed threats Priority
o CAN message filtering, statistical anomaly .
Input Validation detection, domain constraints T1,7T2,T3,T13,T14 High
. Adversarial training, randomised smoothing, .
Adversarial Robustness defensive distillation T6,T7 High

Model signing, encrypted OTA, secure storage,

Secure Model Lifecycle integrity checking

T5,78,7T9,T10 High-Medium

Behavioural drift detection, output validation, fail-

Runtime Monitoring safe strategies

T11,T12,T15,T16 Medium

Note: Table 8 provides a consolidated mapping of prioritised TARA threats to the proposed framework controls, illustrating how each layer
addresses specific identified risks. The remaining low-risk threats (T4, T17, T18) are accepted risks and are not assigned dedicated controls;
T12 is covered by the output-validation controls of the runtime monitoring layer following its reclassification as a medium risk.

Discussion

Interpretation of experimental results

Our experiments demonstrate that black-box attacks can have a significant impact on the perfor-
mance of a deep learning and statistical-based anomaly detection algorithms for agricultural tractors.
We discussed why the sequential attacks had an impact on the LSTM model and possible reasons
include the nature of RNNs and the fact that RNNs are widely used in anomaly detection tasks be-
cause they are able to learn temporal patterns in the data, which are also the characteristics that an
adversary can exploit and learn through a surrogate model. Our results show that there is a decrease
in detection accuracy of up to approximately 50% under the black-box attacks, occurring specifically
for stealthy low-magnitude spoofing and in a scenario-dependent manner (Table 2), which can pose
a significant threat to the operational safety of an ADS. An ADS that fails to detect real anomalies or
floods the users with false alarms can cause severe operational disruptions.

Lightweight, interpretable, ML-based ADSs are known to be fast and efficient at identifying unusual
activities or anomalies in the monitored data. However, we have shown that they can be compromised
with a minimal amount of attack data, while still satisfying the required conditional statistical rela-
tionships. Therefore, the ease of use, their interpretability, and their advantages over respect to more
complex models, do not imply at the same time the desired security, and they can fail to accomplish
their task as ADS. Rather, the results confirm that although the simpler models evaluated here do
not share the well-known vulnerabilities documented for complex models, including deep learning
models, they are nonetheless open to new and unexpected attack scenarios of their own.

Implications for agricultural tractor Al security
The results and TARA findings have a number of implications for the design and deployment of Al in
agricultural tractors. In particular, security should be viewed as a system property and not a model
property, meaning that the robustness of a model does not imply the security of the data flows, update
mechanisms and runtime in the system. The TARA results show that data flow and model lifecycle
security threats are at least as important as model threats.

In the second part of the paper, we discuss how the agricultural tractor environment presents new
challenges that have not yet been covered in the automotive Al security literature, such as legacy
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CAN bus implementations without authentication, resource constraints on ECUs, and the isolated
operation in fields. Our defence-in-depth approach is designed with these specific aspects in mind.

Third, combining the TARA with experimental assessment of system vulnerability provides a
broader basis for security analysis than either approach alone. The TARA has covered many more
potential threat scenarios than can be practically included in an experimental test (e.g., supply chain
threats and OTA threats), while experimentation allows for a quantitative determination of threat
likelihood and threat impact that can replace much of the analytical and qualitative reasoning that is
inherent in the threat analysis process.

Limitations

The current implementation of this work has several limitations, outlined below. Although the black-
box attacks were experimentally verified, it remains an open question whether the proposed coun-
termeasures also protect against white-box attacks, grey-box attacks, or model tampering. The CAN
bus attack and evaluation dataset used in this study is based on a specific tractor implementation and
operating scenario and has yet to be validated for other tractor platforms and scenarios. In particular,
the transferability of the results between different operating scenarios (e.g., field work versus road
transport) remains to be examined.

The likelihood and impact ratings used in the TARA were assigned based on the consensus of a
small group of experts and could be refined through quantitative risk assessment tools.

The compatibility of the proposed countermeasures with the resource constraints of embedded
control units has not yet been validated: the experiments reported in this paper were conducted in an
offline evaluation environment rather than on a physical ECU, and an experimental verification of the
additional computational resources required for adversarial training and runtime protection on a real
ECU implementation is still needed.

Conclusions

The security threats faced by an Al-based anomaly detection system for agricultural tractors are ex-
amined in this work, in one of the first dedicated studies on this topic. The main contributions and
results of this work are summarised in the following. Attack taxonomy is proposed for white-box,
black-box, grey-box and model tampering attacks. We investigate the possibility of each attack type
on an agricultural tractor. Finally, we identify black-box attacks as the most relevant attack category
for the CAN-bus-based operating environment considered in this paper, because an attacker in the
agricultural field is realistically limited to observing input/output behaviour and lacks privileged
access to the model’s internal parameters or training data.

The experimental results show that the LSTM-based ADS and the lightweight ML-based ADS are
highly vulnerable to the black-box attacks. The performance deviation of the LSTM-based ADS could
reach up to 50% under the black-box attacks. The performance degradation of the lightweight ML-
based ADS is scenario-dependent. Adversarial inputs designed to maintain the same statistical prop-
erties as the normal data can cause unexpected performance degradation.

TARA identified 18 threats on 5 assets with 3 high, 9 medium and 6 low risks for our LSTM-based
ADS. The high-risk threats are mainly related to input data manipulation, model tampering, and ad-
versarial attacks. Our defence framework is a direct result of the findings from this research.
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The defence-in-depth strategy states that we should have four types of protections for our systems,
based on the threats that were prioritised in the TARA: input validation, adversarial robustness, mod-
el lifecycle protection and runtime protection. Our goal is to implement defences that are deployable
on resource constrained embedded systems, yet are sufficient to mitigate the most important threats.
We emphasise that, whereas the vulnerability of the evaluated ADS implementations was demonstrat-
ed experimentally, this defence-in-depth framework is a proposal whose experimental validation on a
physical ECU remains part of the future work.

In the coming experiments, we would like to investigate more attack scenarios, such as white-box,
grey-box and model-tampering attacks. We would also like to examine the effects of different oper-
ating scenarios and tractor platforms. In addition, the behaviour of the defence control needs to be
examined in relation to the resource constraints of the on-board computer imposed by the functional
safety standards and a standard for benchmarking and comparing the security of various types of
ADS and countermeasures needs to be proposed.
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